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Check ;

Data Word Sequence i g
Bit, | Bit, | Bit,| Bit, | - [Bit,..|Parity b
161=0
Parity = Bit, @ Bit, & Bit, & Bit, @...® Bit,, (Thinkof it

Note: & is eXclusive OR (XOR) & Eoaa
ote: @ is eXclusive P
Parity = 0 for even number of "1" bits addition and

Parity = 1 for odd number of “1” bits subtraction.)
Original Code Word
| Data Word | Check Sequence |

P | Error Bits I

| Data Word' ICheck Sequence’|

Corrupted Code Word
Error detection works if the corrupted Code Word 1s invalid

Check
Data Word Sequence

Byte, | Byte, | Byte, | Byte, |---|Byte, {LRC Byte

Example:
00100100
@©1011 1000

S11111111
©0000 000 1 28“93

0110 0010 @ Byte,
Result is parity of LRC BYTE

each vertical bit slice

Byte,
@ Byte,
@ Byte,
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¢ Checksum w9
5 615 (XOR) e oo by 055 Jluyl 0§ bugs 2y 85 3 S5 slo ol plas g el
Mabo ) g oo Jloyl dabio 4 ra,8 clal p> Cob opl ] o Cawds Checksum pb 4 ol S
Cuwl o aiS 4 DB Jyeo 30 o) cpl 098 0 dwwlie L g duwlowe Checksum culy (X
Aol ze5 ooy pp sl s yd 03 Fy slallad dlas oS

Section K Section 1
nbits| - [n bits|n bits

Section 1 | n bits Section 1 | n bits

Section 2 [ n bits Section 2 | n bits

Section k Section 1
Section K | n bits —}In bits | n bits| - - [ n bits | n bits —PSection K | n bits
Checksum

Checksum | bits

Sum | n bits

Complement¢ - -

n bits
Checksum Otherwise, reject

All 1s, accept

Sender Receiver

o S slaat g 51 5y

s CRC32 - CRC16 g (s 5F = ¥Y = V& — A n,63 ¢ plos o o5l (sl o0,031 51 50
plw Ko cwd gla @oled CRC i yoXl g plu S 563 1y a8 0S8 €8s L0l (0. g
D9 oo (Byte) ol dlus b plp Ay awnsdd )] (Bit) (olggin dlass asl a5 oi oSy oluol o
251l ol ) Lo plo o laie a5l 2 Checksum8 i ysSI! ol ys plos S )51 Mo
= el S ST gl cob ¥ b plo S Hlade ail Checksum16 ool ol 0 plu S
ey el cob ¥ L plw S laie ail Checksum32 i ,9-5I1 wlwl
slone 3llas 5 3l (o5 (ol 1 88 el 355 plos S (gls b6 3] i o JS gk
4 Slsl sl (e CRC16 o250l polsl 2 Lo pls S Ll S5 )3 51,55 (g5 31095 (0
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Undetected (_)

uo 1 These

i Bit Errors
1 1(10& é Undetected
Carry propagates 10

along bits of the sum. computed
Carry Out is dropped Detectgd Error

0 0

These

Bit Erropg 1 ﬁ
0

No Match
L

0
0
1
0
1
1

No Match
V “m

1109110 computed
Carry propagates Detected Error

along bits of the sum.

Carry Out is dropped Corrupted bits eliminate
carry-out; detected with lowest bit
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$(Cyclic Redundancy Check) CRC slad AiS sbows

S G (03 (e Sy VoYY L Coy DVY Mm) b cus il (sl degezme (I3l & CRC gy 5o

e ] 031zl b CRC (gl &sloo (slive .95 (g0 8L 38 (5Ll 4 9 4wloxs CRC gl

] 005 0303 grpigs Jlto 5 b ] duwsleo ypgy 4 sl gl e i

sbol 83151 11100101

7| 6] 5| 4

1, 1] 1] O

Sl ©ygaily (gl dlor Wiz (3L Gloled 298 (o0 g ol dlerrin S (Lol 83D (g I L

Cow Cumdgo |y dlas ya lgg a8 0505 0 )18 (ol dos b S olps Co a cwly jl b e oS

Ay b dalgd ool inles (gl dles win S @0 4 00 Cjgo py S o st Al jd
Al asly Job cus Hlia b 0>

DX)=1*x7+1*x6+1*x5+0*x4+0*x3+1*x2+0*x+1

DX)=x7+x6+x5+x2+1

o.x;;;w)é9o.x_3ﬁfoﬁ.34§”ﬁ9ndle(l&;>.&;%";§gﬁ Xn.D(X)LgldlA:;AJ%‘CRCAf.\,,]gdlﬁ

Lize (3,85 ¢ 4 L algd XOR 2 b (solue )l b OMas Colps s ¢ 09 o0 plool 2 lio

A Aales Jleyl b ool gloal o las S slasS laie 4 puandd 35Leubly 0,05

CRCuWge = X%+ 1101

2
Data = X7 +x8 +% +x% +1 *X 2 -5 X O+ X 8+ X 7+ X 4 + X 2

2+ x® +x7+xt+x%/x%+1

obiladl s +1 = 01
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D9 (o0 el Wgo

n bits

n+1 bits

Remainder

n bits Remainder]

Zero, accept
Non-zero, reject

Sender Receiver
Culy do g b 25 OIS & a2

ly 0aleudl sl Cus o o 31 b Lo oSl glatio Jgomo puunds b Bld (pl 5l s =)

295 (o0 PRI XOR ©j90 4 9 Viglin 5 o -V

e 355 oo 48 03l 6l oy sl Caons 4 s BLogBl (gl gy Lyl Y

1110010100 101
101 11010001
100
101

101

101

000100

101
b1 s CRC

www.Prozhe.com



. T 010171713
1001

Frame:
Generator:

Quotient (thrown away)

1 0 =

Qo
o
o
Qo

Frame with four zeros appended

© —ememmmmeme e mecue om0 == —|O O
T e e ————— - — 0|~ —|loooo
e e -—O|— O|~ O|— O|— —
= memeee——— == O|~ O|~ O|~ O =~
————— + — O|— O|~ O|— O|— —

—-e— —|O OO O|o o|lo ©

o —|— —|o oloo|loo

- —|loo|lo oloo

o oloojloo

lO'llll

—

-

—

Frame with four zeros appended

minus remainder

10010

110101

Transmitted frame:

101

100010100 |

: CRC 3,laibiw] g oo wid b sdwge 51 Jle

0000100

) &=

X2 1. X0 L X £ X541

X104 XL %4

CRC Generator

CRC-12

CRC-16

X +1

_ xl6 4 y2 4

CRC-CCITT
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2 oleMbl el 5l s g ab daled Jlo,l cleMbl il )3 Ygome CRC 30 dpwlbre (slass
oo dunlis CRC  Jlsl 5L does 5 L5 o0 dsmwliee b 0313 ¢l CRC (6l Tadoes ¢ 05,5
CRC uJgo , ST .ol jlael 2818 s ool g 3513 g9 by 0dly j3 pllas ( illal pas Cijgo )d 9335
0.002 5| yaS ails o S a4y B 0x5 5 g &8 oy 2las aSST Jloin 9 Gl calie

ol
S8 corw e bl gyl I s oy eioren § CRC (clauS duwbes Jos a8 0uS cds
M Sud sl iy cans Gyb 3l g (Solu by adly plog 0 YU as cus yuo B 2gus o0 plox]

Dgus (0 03l XOR Jio ool alaio sl ¢S g

sl odas Cond oyt 9 Transparency « Rendering « Alpha Blending aile ol o5 56Xl

Ll oals L XOR 4:1: 2

0x97 Baicheva C2

f HD=2

New Recommended
Polynomial

°
b
2

Source:

Koopman, P. &

Chakravarty. T., "Cyclic

—— Redundancy Code (CRC)
OXAB Polynomial Selection for

=msm= Bound Embedded Networks.™

DSNO04, June 2004

g
o
o

O

2
c
=
o

O

&

64 128 256 512 1024 2

048
) Electrical & Computer
Data Word Length (bits)

ENGINEERING 33
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Max fength at HD CRC Size (bits)
Polynormnial 9 10

2048+ | 2048+

ho=2 0x167 | 0x327

502 | 1013

hE 0x167 | 0x327 - -

HD=4 f £ 24R 501 3 2048 048 204R 2048
e 0148 | Dx319 0x102A| 0x21E8 | 0x4976 |0xBAAD

i} 13 | 2 13 | 136 | 241
HD=5 0x185 | 0x289 MOM€ | 0x212D | 0x6ABD |0XACIA

D 8 12 52 57 114 135
i 0x13C | 0x28E 0x1909 | 0x3728 | 0X573A | 0xC86C

HD=7 12 13 16 19
2 0x12A5 | 0x28A9 | 0x5BDS5 | 0x9688

. 1 1 2 | 15
HD=8 0x10B7 | 0x2371 | 0x630B | 0x8FDB
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